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Updating BOINC

1. (4 points) The BOINC core client is currently available for the Wintel (95 and up), Linux/Intel, Solaris/SPARC, and MacOSX platforms.  What new software is required in order for a project to be executed on some other platform?  

2. (4 points) Which software component(s) requires no modification in order to support additional platforms?

3. (4 points) Suppose that the BOINC development team releases an update to the core client.  What changes to the application client would you expect project developers to be required to make?  Justify your answer.

4. (4 points) If the BOINC development team releases a new server, under what conditions will it also need to release a new core client?

System security and data integrity

5. (5 points) Suppose that Darth intercepts a user’s account key.  How significant a threat is this to the user’s computer(s)?  To the project computer(s)?  In other words, what damage could Darth do with this key?

Since BOINC automatically distributes and executes code (that is, the application client), one concern is that the system could be used to distribute malicious software, such as a virus, to all project participants.  The BOINC system uses a project key pair to guard against this possibility.  As indicated in the protocol document, a project can require that the core client verify that the application client has a valid and trusted signature prior to executing it.

A significant vulnerable in this technique lies in the distribution of the public key used to verify the signature on the application client.  If Darth can convince the core client to use his public key to check the signature, the core client will execute any software that it downloads from the data server that Darth has signed with his private key.  Therefore, the core client needs to ensure that it is using the project’s public key.  It is possible, however, that the project may have a legitimate reason to update the key pair at some point.  For this reason, “BOINC provides a mechanism by which projects can periodically change their code-signing key pair. The project generates a new key pair, then (using the code-signing machine) generates a signature for the new public key, signed with the old private key. The core client will accept a new key only if it's signed with the old key.”  (http://boinc.berkeley.edu/security.php)

6. (5 points) If Darth gains access to the scheduler, replacing the project public key with his own, and then gains access to the data server, replacing the application client with malicious code that he has signed with his own private key, under what conditions will the BOINC core client detect the problem?  Under what conditions, if any, will the client fail to detect the problem?

7. (5 points) If Darth sets up his own BOINC project, and creates a Trojan horse program that looks like a legitimate application client, does the mechanism described above provide any protection to participants?  

Anderson points out that, “Some SETI@home participants have attempted to ‘cheat’ – to get credit for computations not actually performed”  (Anderson 3).  In one case, someone released a modified version of the SETI 3.03 client that would download data and then immediate upload an empty result file.  (http://groups.yahoo.com/group/SetiPrime/message/967).  Users of this client would get credit for contributing significant computation time without processing any data.

8. (5 points) Does the upload authentication key pair ensure that data is valid, that is, that an unmodified application client generated it?  If so, how?  If not, why not?  

9. (5 points) How might we use public key cryptography to increase personal responsibility for falsified data?

Suppose that the BOINC development team wanted data servers to be able to keep track of which hosts were submitting results in order to identify the source of falsified results without using cryptography.  One technique would be to have the data server record the source IP address identified in the IP packets of the results as they are uploaded.  A problem with this technique is that Darth could make another user’s host look bad by spoofing its IP address when submitting bogus results.  

The team could guard against spoofing by having the data server compare the IP address internal to the host with the IP packet’s source IP address.  This would not be difficult to implement, since the BOINC core client already sends the host’s internal IP address to the project server.  The data server could simply verify that the host’s internal IP address and the source IP address match prior to accepting the results.

10. (5 points) If the second technique were used, would a participant connecting from behind a proxy server experience any problems?

11. (5 points) Could the administrator of a LAN prevent hosts on the network from contributing to a BOINC project?  If so, what would the firewall be configured to block?  If not, why not?

Scalability

Suppose that a BOINC project has been very successful, with millions of users contributing daily.  One performance risk is that this could create a bottleneck at the data server.  The BOINC architecture allows a project to define multiple data servers, but we don’t have any detailed information about how the load to those data servers is distributed.  

12. (9 points) Evaluate the three techniques covered in this class – DNS round robin, load-balancing switches, and server-based load balancing – in terms of their ability to be sensitive to geography.  For each technique, indicate whether the technique could be used minimize message transit time for a project that has data servers around the world by allowing the core client to connect to the nearest server.  In your answer, explain why or why not.

Suppose that a project uses several data servers located behind a single load-balancing switch.  The scheduler provides the core client with the IP address of the switch, and as a result the client could end up connecting to any of several data servers.  The work unit files are loaded on the data servers by the BOINC back end software.

Suppose further that data servers assign names to work unit files based on the order in which they were received.  For example, the first data file loaded to the data server would be called WU0001.data, the second WU0002.data, and so on.

13. (5 points) Are there any problems with the loading of work unit files that a two-phase commit protocol would help to resolve?

14. (5 points) Are there any problems with the loading of work unit files that a two-phase locking protocol would help to resolve?

Web servers

Suppose that a group of scientists is engaged in two related BOINC projects.  For example, SETI researchers are performing analysis of data collected from the Arecibo radio telescope, and they are conducting an AstroPulse search.  Each project requires its own project Web site, but the researchers may prefer to administer a single Web server.

One technique that would allow this would be to set the Master URLs for the projects to point to two different subdirectories of the same domain.  For example, the first project’s Master URL could be seti.berkeley.edu/arecibo, and second’s would be seti.berkeley.edu/AP.  With this technique, however, the Master URL must always point to the same host.  This would be a problem if the group ever wants to host each project site on its own Web server.  It is particularly problematic because, according to the BOINC documentation, the Master URL can never be changed.  Another strategy would be to use two different URLs.  For example, the first Master URL could be arecibo.seti.org and the second could be ap.seti.org.  That way, it would be possible to change which host serves the project Web sites by updating the DNS.

15. (5 points) How would the Web server have to be configured in order for both Web sites, arecibo.seti.org and ap.seti.org, to be hosted on the same server? Describe how a Web page request would be handled given this configuration, starting with the DNS name resolution.

Suppose that the BOINC team wanted (1) to keep track of which BOINC projects people were reading about, and (2) to find out if people who were interested in the SETI@home project were more likely to read about folding@home or about climateprediction.net.  The following is a description of one technique the team might use.

First, the team could request that every project Web page display a copy of the BOINC logo stored on a BOINC Web server.  When a user first connects to the project Web page, the BOINC server hosting the logo creates a user ID, records the ID and the HTTP referer in a database, and places the ID in a cookie on the user’s machine at the same time that it serves the image file.  Any time that the user connects to a project Web page after that, the BOINC server accesses the cookie, retrieves the user ID, and records the ID and the HTTP referer in the database.

Now consider what could go wrong with this technique in terms of the two goals stated above.

16. (5 points) Which of these goals could be met if the project displayed a copy of the BOINC logo stored on the project Web server? Justify your answer.

17. (5 points) Which of these goals could be met if the user disabled cookies? Justify your answer.

Supporting project development

The BOINC system includes both software components and protocols.  All the various project entities communicate through this system.  That is, in order to exchange data, the application client and the back end must both interact with the BOINC components using BOINC protocols.

Suppose that the BOINC development team wanted to facilitate the creation of project software.

18. (5 points) Would it make sense for the team to develop a BOINC reference implementation?  If so, what entities/components would the reference implementation include?  If not, why not?

19. (5 points) Would it make sense for the team to develop a syntax checker? If so, what would the syntax checker inspect?  If not, why not?

20. (5 points) Would it make sense for the team to develop a BOINC test suite?  If so, what would the test suite do?  If not, why not?
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