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Glossary

Participant:  User

Participant host(s):  User’s computer(s)

Project:  A group of one or more distributed applications, run by a single organization, that use BOINC. Suitable applications have large computation requirements and/or storage requirements, and have public appeal, independent parallelism, low data/compute ratio, and fault tolerance

Core client/BOINC work manager:  Project coordination software running on participant’s host(s); responsible for downloading and executing application client, for obtaining data for analysis, and for uploading results

Application client/agent:  Project-specific software used to perform computation/analysis; written in a common programming language (C, C++, Fortran) 

Project back end/project work manager:  Project-specific software that divides the project’s large computational objective into smaller work units, that supplies the application client(s) and work units to the data server(s), and that handles computational results

Work unit:  A computation to be performed; associated with a specific application agent and input file

Database server:  Server containing the BOINC project database.  Database includes software (core and application clients), user info (including preferences), host descriptions, work units (assigned, completed, failed), and results  

Project web server(s):  Web site administered by project and used by participants for creating participant accounts, editing preferences, etc.  Also used by BOINC core client to locate scheduling servers

Master URL:  URL of the Web page describing the project; the URL(s) of the scheduling server(s) are embedded in this page
Scheduling server(s)/scheduler(s):  Project server(s) responsible for assigning work units to participating hosts based on host capabilities; also tells core client which data server(s) to use to obtain the required data files

Data server(s) (download and upload):  Project server(s) to which the BOINC core client connects in order to download data files and upload results

Data file:  Application client or data input for analysis; includes MD5 checksum, and should include an RSA signature when distributing application client

Account key/ID:  A key used by the participant to authenticate to the project web site, and used by the core client to authenticate to the BOINC servers

Project key pair:  Each project has a key pair for signing the application client code. The private key should be kept on a network-isolated machine used for generating digital signatures for executables. The scheduler distributes the public key that the core client uses to verify the signature.

Upload authentication key pair: Each project has a key pair for signing a result description.  The public key is stored on the project's data servers, while the private key is only available to the project back end. When the back end creates a work unit, it also creates and signs a description of the result file.  When the core client downloads a data file, it downloads this signed description, too.  The signed description is returned to the data server when the results are uploaded. The data server verifies the signature on the result file description, and then ensures that the amount of data uploaded does not exceed the specified maximum size before return the results to the project BOINC database.

Figure (from http://boinc.berkeley.edu/project.php)

Account creation, core client installation and set up

User creates account at BOINC project web site by providing email and username (also referred to as a name or a screen name) 

BOINC project back end generates and sends via email an account key

User activates account by entering account key on project web site

If the user has not previously installed the core client

User downloads core client from project web site

User installs client software

User starts client software

User logs into project from core client, entering account key and master URL

Core client downloads page from master URL, extracts embedded schedulers URLs

Client operation

Note:  By default, the client automatically starts at boot time

If no current work unit, core client

Connects to the scheduler using HTTP (port 80) and identifies itself via the account key; uploads preferences stored on host; and downloads work description, data server locations

If preferences received have a more recent timestamp then those stored on the server, the server adopts these preferences

Otherwise, the server sends its more recent preferences back to the client

Connects to the data server using HTTP (port 80) and identifies itself via the account key; downloads application client and data files (including the signed result descriptor) as directed by scheduler

If application client is signed, core client verifies project signature on client

Core client executes application client

Processes work unit

If supported by project, and requested by the user, client displays graphics representing project progress (e.g., the SETI@home screensaver)

When work unit is complete, core client

Connects to the data server using HTTP (port 80) and identifies itself via the account key; uploads signed result descriptor and results using the POST method

Data server verifies signature on result descriptor, and only accepts results that are smaller the maximum size specified in the descriptor

Connects and identifies itself to the scheduler using account key and reports completion

Repeat

Sources:  Anderson PowerPoint slides, http://boinc.berkeley.edu/intro.php, account.php, client.php, host_requirements.php, comm..php, project.php, server_components.php, files.php, database.php, security.php, protocol.php

